Tenedon, agpec, HOMED LIKOJIEL, a Takske dororpaduu CBOH, CBOEH ceMbH 1 Apy3eir);

|
2. OtkpsiBatp BJIOXCHHBIE (haifkr SJICKTPOHHOM IOYTEL, KOra He SHACIIb OTHpaBUTENs;
3. I'py6urs, NIPHAMPATECS, OKa3bIBATE A4BJICHUC — BECTH Ce6si HeBEKITHBO M arpecCHBHO;
4. He pacnopsoxakics nembramy TBOCH ceMbH Ge3 paspemieHus crapmmx — BCerna
ClIpamuBaii poauTenei;
3. He BCTpeualics ¢ HHTepHCT-SHaKOMLIMH B PCATBHOM XM3HM - IIOCOBETY¥CH co
B3pocibIv, KoTopomy JOBEPSIEIIp.
OCTOPOXHO
1. He Bce MHIYT npasny. Yuraems o cebe Hempasny B Unreprere — coobmu 06 3tom
CBOHM POIMTENIM HiH ONleKyHam
2. Tpurnamaror TICPeIACHIBATECS, HrpaTs, OOMeHHUBaThCS — TIPOBEPB, HEeT /i mozgBoOXa;
3. Hesakounoe KonmnpoBanue ¢aiinos g Unrepnere — BOPOBCTBO;
4. Bcerza pacckassmais B3pOC/IbM 0 mpo6remax B cey — OHM BCerza nomoryr
5. Hcnons3yii HacTpoliku GesonacHocty y [IPHBaTHOCTH, 4YTOGLI He [IOTEPATH cBom
4KKayHTBI B COLICETHX | APYTHX nopranax.
MOXHO
. VBaxait Apyrux II0JIb30BaTeei;
2. Tone3yeuscs I/IHTCpHeT-HCTO‘{HHKOM — Zlenaii CChUIKy Ha HEro;
3. Ortxpsisaii TOJIBKO T€ CChuIKH, B KOTOpBIX yBepen;
4. Obuwatscs 3a [IOMOWIBIO B3pOCBIM — POZNTENH, OneKyHE u AIMHHHCTPALUS CalToR
BCeraa momoryr;
.

Hpoiinn 06yyenne ga caiire «CereBuyoky g 0JIy9u nacriopr mudposoro rpaxk1aHuHa!



Mpunoxenne No2. Hudopmanmonnas NaMATKa 115 06y9aromuxes AJIsL pasMemenns Ha
opuIHATLHBIX I/IHTepHeT-pecypcax

HaxomuTecs B CETH.

R'omnblomepnbze 8UpYCLL

AOTIOJIHEHKE K 3ToMy, BHDYCBI MOT'YT NOBpenuts wm TIOJTHOCTBIO YHHYTOXHTE Bce daiisr u
AAQHHBIE, TOIKOHTPOILHEIE I0OJIb30BATETIO, OT HMeHH KOTOporo 6kuta 3anymena 3apaXkéxnas

MeTOJILI 3alIUTEI OT BPEIIOHOCHBIX nIporpamMm:

1. Ucnonssyit COBPEMEHHbIE OlEepanHORHEe CHCTEMBI, HMEIOIHe cephEsnpri YPOBEHE
3aIITATEI OT BPEIOHOCHEIX Iporpamm;

2. Tlocrostamo YCTaHaB/IMBail mayry (undpopsre 3aIIaTKH, KOTOpkIe ABTOMaTHYeCKy

TBOEM IEePCOHATBHOM KOMHLEOTepe;

4. Hcnonsayit aHTHBUDYCHBIE IIPOrpaMMHbIe TIPOXYKTHI U3BECTHEIX Ipou3BoOMTENEH, ¢
aBTOMATHYCCKUM OGHOBIIEHHeM Gas;

5. Orpannyp bu3nyeckuit AOCTYI K KOMIIBIOTEDY J17151 TIOCTOPOHHHUX JiyI;
6. Hcnoms3yis BHCIIHHE HOCHTE N MH(OPMaNuy, Takge kax $nemxa, muck wiu daitn u3

7. He otkpsipait KOMIBIOTepHEIE (aiiki, TIOIYeHHBIE U3 HeHan&KHEX HCTOYHHKOB,

Haxe Te baiier, KOTOpEIe mpucnan TRoif 3HaKoMeH. Jlyume yroumy Y Hero
OTIPABIISLI M OH Tebe ux.

Cemu WI-FJ



He nepenagait cporo THYHYI0 HH(OpMaImo 4epe3 obmenocrynueie Wi-Fj CETH.
Paboras B npx, XKCIIaTEeIIbHO He BBOIUTE [IApOM 1OCTyma, NOrWHEl M Kakue-To

BBIXOZa B CONMATBHEIE CeTH My B SNIEKTPOHHYIO MOYTY;

5. Hnons3syif tonpko 3allHIICHHOE COeNHHEHHe depes HTTPS, a ge HTTP, t.e. [pu
Habope Be6-anpeca BBOIH HUMEHHO «https://»;

6. B mo6umbHOM TeneGoHe  OTKIOYM byukIHIO «Ilomxmouenne x Wi-Fi

aBTOMAaTHYeCKuy. He AONyCKal aBTOMAaTHYECKOro IOAKIIOYCHHUS yCTpoHCTBa K CeTSIM
Wi-Fi 6e3 tBoero corjacus.

&
Coyuanvnvie cemy

OcHoBHEIe COBETHI 110 6e30macHoCTH B COLMAIBHBIX CeTSX:

1. Orpanmas chmcox ApyseH. V 1ebs B mpysesx me AOIDKHO OBITH CydYaiHpX
HE3HAKOMBIX Jojieif;

2. 3ammmaii cporo HaCTHYIO ku3Hb. He ykasmpisaif Tapomn, Tenedousl, anpeca, naty

3. 3ammmai ceoro PCIIyTanuio - xepixut ee B umcrore 1 3alaBaii ceGe Bompoc: xoTen G
bl, 9TOOBI ApyrHe mons3oBaTey BHICIH, YTO TBI 3arpysxaerms? Hoxymait, npexe
€M MTO-TO ony6muKoBaTh, Hamucars i 3arpy3uTh; ‘

4. Ecmu 1o TOBOPHIIG C OABMH, KOTOPEIX He 3Haems, He HCIONIB3YH CBOE peansHOoe

K OIHOMY MecTy, a He BO Bce cpazsy.

Onexmponnvie denpey

OIIeKTPOHHEIE fenpry — 9TO OY€Hb YNOGHBIH croco6 my

aTeXeH, omHako CymecTByroT
MOIICHHUKH, KOTOpBIE XOTST TIOJTyYUTh 3TH NeHbry.

3HeK’I‘pOHHLIC ACHBI'H TNIOSIBUIIHCEH COBCEM HEIaBHO H UMEHHO u3

-3a 3TOro Bo MHOTHX
rocymapcreax A0 cux II0p He IIponucano IIpO HUX B 3aKOHAaX.



TIOIy9EeHHIO 3JIeKTPOHHBIX Coobmenuii, koropie pacnpesiensiorcs KOMIIBIOTEPHOH cery.
O6Bramo0 SJICKTPOHHBIA  MOYTOBE AWK BBITTSAAMT  ciexyrompmy obpazom;

PIMSI_HOJII:30BaTeJI}I@HM}I_IlOMeHa. Taxoxe  xpome TI€pefiaiu  mpoctoro Tekcra, HMeeTcs
BOSMOXHOCTS ItepesaBath (aifs.

KOZ, IpuchuIaembIil 1o SMS;

4. Bribepn cnoxupmi napons. Jns xaxmoro TIOYTOBOrO sUMKA NOIDKEH Gty CBOIt
HaNeXKHBIH, yCTOHUnBELf Kk B3JIOMY 1apoiis;

5. Ecmm ects BO3MOXHOCTh Hammcary CaMOMy CBOM JIHYHEBIf BOIIpOC, HCnomns3yif 3Ty
BO3MOXXHOCTS;

6. Hcnoms3yit HECKONIBKO MOYTOBBIX sSIHKOB. IlepBeiit ams wacrrol NIepenucku ¢
alpecaTtaMM, KOTOPBIM Tyl AOBEPSCIIL.  DTO  3MeKTpoHHELf aapec He Hajo
HCIIOIb30BATh I1pH PCTHCTpanmy Ha hopymax u cairax;



Kubepbynnunz uny supmyanenoe usdesamenscmeo

KubepGymmar — nIpeciiefoBanne cooOmerusMy, Coaepxkamumu OCKOpOIeHus,

arpeccuIo, samyrusanue; XYJIHIaHCTBO; COmHANbHOE GolikoTupoanue ¢ TTIOMOMBIO pa3muugpx
HHTEPHET-CepBHCOB,

OcHoBHEIE coers; 110 6opebe ¢ KubepOymiunarom:
1. He 6pocaiics s 6oit. Jlyummii crnoco: TI0COBETOBATHCS Kak ce6s BecTy H, €Clu Her
TOTO, K KOMY MOXHO obparuThcs, To BHawaye YCHIOKONThCS. Ecnu ThI Haumenmy,

2. Vrupapusit ceoeit Kubeppenyranuei;

AHOHHMHOCTD B CEeTH MHHMasg, Cymecryror CITOCOOEI BBUICHHTB, KTO CTOMT 32
dHOHHMHBIM aKKayHTOM;

4. He crout Becty XYyJITHraHckuit o6pas BUPTYaIbHOM >kHU3HHY, HnTeprer $uKcHpyer Bce
TBOM Z€HCTBHS 1 coxpanser UX. Y 1amute ux Oyzer xpaitne 3aTPyIHATEIbHO;
Cobmonaii coit BHPTYaJIbHYIO YecTs cMolony;

Hruopupyis CAMHHYHBIN HeraTyg, Onnopazosrre OCKOpOHTENEHEIE COO0menus

w

S

anpecos;
8. Ecmm g CBUIETENL  KHGep6ymmura, TBou neiicrpug: BRICTYIIUTE  11potup
pecnenoBarens, mnokaszary €My, 9TO ero peiicTBus OLI€HUBAIOTCS HEraTusHo,

TOIepKath  xeprsy, KOTOpO# HyxHa TICHXONMOrHIecKas momormp, COO0IHUTE
B3POCIEIM 0 dakre arpeccusroro TIOBE/ICHHUS B ceTyH,

Mobunvri; menegon

CoBpemenngie CMapTHOHEl M IaHmery COZepxar B cebe Bmonme B3DPOCIIBIH
bysknuonan, y TeIepb OHM MoryT KOHKYpPHpPOBaTe co CTallHOHAPHBIMHU KOoMIbIoTepamy,

Harexo me Bce TPOU3BOMTEMN BBy CKatOT O0HOBIIEHNS, 3aKPBIBAIOIIME KPHTHYecKye
YA3BHMOCTH 1715 CBOMX YCTPOHCTB,

OcHoBHbIe coBetsr 19 6esonacroctn MOGHIIEHOTO Tenedona:

1. Huvero e ABJIAeTCH Ho-HacTosmemy GecruiaTHB. Byns OCTOpOXeH, Besp Kornua
Tede npemnararor Oecrutaruriy KOHTEHT
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5. He 3arpyxaif NpHIOKEHUS OT HEM3BECTHOIO HCTOYHHUKA, Beb OHH MOTYT COJEPXaTh
BPEOOHOCHOE ITPOrpaMMHOE OGCCHGHCHHC;

6. Ilocne Toro xax THl BBEIAZEIIb ¢ caiiTa, Tie BBOAWI JHYHYIO HHPOpMaIHIo, 3aiiyu B
HacTpo¥iku Opay3epa u ynanu cookies;

7. llepuomuyecku NnpoBepsiii Kakue IUTaTHBIE YCIIyTH aKTHBUPOBAaHBI HA TBOEM HOMEPE,

8. Jlamaii cBO¥ HOMep MOOMIBHOrO TenedoHa TOMLKO JIOASAM, KOTOPHIX THI 3HAEIb U
KOMY JOBEpsCLIb;

9. Bluetooth momxeH ObITh BHIKJIIOYEH, KOTAAa Thl UM HE mosib3yembes. He 3abniBait
HHOT'Ia IPOBEPATH 3TO.

Online uepvl

CoBpeMeHHBIE OHNAWH-UIPEI — 3TO KpPacOYHBIE, 3aXBaTHIBAIOIIME pa3BJICYEHMS,
00BeIMHSIONINE COTHHU THICSY YEJIOBEK MO BCeMy MHUpY. VIrpOKH HCCNENYIOT NaHHBIA MM MHD,
obmaroTcst APyr ¢ JAPYroM, BBINOJIHSIOT 3aJaHUS, CPAXKAIOTCS C MOHCTPAMHM M IOJNYYalOT OIBIT.

3a YAOBOJILCTBHE OHH IUIATAT. IIOKYIIQXOT JHMCK, OILIAYMBAIOT aboHEMEHT MU npnoGpeTmOT
KaKHE-TO OIIIIHH.

Bce st cpeactBa mMAYT Ha moANep)KaHWE M Pa3sBATHE MIPH, a TAKXKE Ha caMmy
0€30MacHOCTh: COBEpPINCHCTBYIOTCS CHCTEMBI AaBTOPH3ALMH, BBIIYCKAIOTCS HOBBEIE IATYH
(umdpoBble 3aruIaTKU I IPOrpaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono6ubBIX Hrpax CTOHT OIacaTbCsi HE CTOJIBKO CBOMX COIICPHMKOB, CKOJIBKO KpPaXXH
TBOCT'O IIapoJisi, Ha KOTOPOM OCHOBAaHa CHCTEMA aBTOPHU3aLUH OOoNBIIMHCTBA HIp.

OCHOBHBIE COBETHI 10 0€30MACHOCTH TBOErO HUIrpOBOI'0 aKKayHTa:

1. Ecnm apyroii urpok BesieT cefs II0X0 WM co3/iaeT Tehe HeMpUATHOCTH, 3a610Kupyi
€ro B CIIHCKE UIPOKOB;

2. Tloxamy#ics aJMMHHCTPaTOpaM WIPHl Ha IUIOXO€ I[IOBEACHHE OTOrO HIpOKa,
HeJIATeIbHO IPUJIOKUTh KaKHe-TO I0Ka3aTe/IbCTBA B BHE CKPUHOB;

3. He yxa3bIBait TH4HyI0 HHPOpMALHIO B ipodaiijie Urpkr;

4. VBaxail OpYruX y4aCTHHKOB IIO UIPE;

5. He ycranaBnuBaii HeopuIHATBHBIE TATYH U MOJBL,

6. Hcnonb3yit CI0XHBIE H pasHBIe APOIIH;

g

Jlaxxe BO Bpems MIPBI HE CTOMT OTK/IIOYATh aHTHBHpYC. Iloka THI Mrpaems, TBOW
KOMITBIOTEP MOTYT 3apa3HTh.

Dumiune UnU Kpatca AUYHbIX OaHHBIX

OGBruHON Kpaxke# NEHEr M JOKYMEHTOB CErOAHS YK€ HHKOTO HE YAMBHIIb, HO C

Pa3BUTHEM HMHTEPHET-TEXHOJIOTHM 3JIOYMBILUUICHHHUKHA II€PEMECTUIIMCE B UHTCPDHET, U
NPOJIOJDKAIOT 3aHUMATHCS (JTFOOUMBIMY JEJIOM.

Tak mosiBHiIacH HOBas yrpo3a: HHTCPHET-MOIICHHHYECTBA WJIH Q)HIHHHI‘, TrJIaBHas1 1eJb
KOTOpOro COCTOUT B IIOJYYECHHUH KOH(i)I/IIlCHIIPIaJIBHBIX AQHHBIX II0JIb30BATEJIEH — JIOTHHOB H

naposieii. Ha anrmmiickom s3pike phishing unraercs xax ¢pummsr (ot fishing — pri6uas nosis,
password — mapos).

OcHoBHbIE COBETHI 110 6OpPE6E ¢ PUIIHHTOM:

1. Cnemm 3a cBomM axkayHTOM. ECim TeI N0ZI03peBaeib, YTO TBOS aHKETa ObLIa

B3JIOMaHa, TO HEOOXOAMMO 3abJIOKMpOBaTH €€ M COOGIIHTEH aJIMMHHCTpPATOpam
pecypca 06 3TOM Kak MOXKHO CKOpee;



2. Hcnome3yit 6esomacHsie BEO-CAliTE, B TOM wumCIe, HHTCPHET-Mara3uHoB M
IIOUCKOBBIX CHCTEM;

3. Hcnoms3yit cnoxubie u pasHele nmaponu. Takum oGpaszoM, ecnu Tebs B3JIOMAIOT, TO
3TIOYMBIIVIEHHHKH II0JIy9aT AOCTYII TOJIBKO K OZHOMY TBOEMY MPOQUIIIO B CETH, a He
KO BCEM;

4. Ecmu Tebs B3nomanm, TO HEOOXOMMMO IIPEeNyNpPeNUTh BCEX CBOMX 3HAaKOMBIX,
KOTOpEI€ 100aBIIeHb! Y TeOst B APY3bsX, O TOM, 9TO Te6s B3IoMaim H, BO3MOJXKHO, OT
TBOEIr0 HMEHHM OYZET PacChLIATHCS CIAM UM CCBUIKM Ha (QUITHHrOBEIE caifTh;

5. VcraHoBu HamexuHbIH napons (PIN) Ha MoGHIIBHBIH Tenedon;
6. OTkimouH coxpaHenue napouis B 6paysepe;
7. He oTkpbiBait daitnsr u APYTHE BIIOXCHUS B MHChbMAX AKE €CIIH OHH IPHUILIH OT
TBOUX npy3eH. JIyuie yrounn y uux, oTnpasmnsmm mu onu tebe st daitel.
Hugposas penymayus

[ludposas penyrauus - sro merarmpHas wim [IO3MTHBHAS MHPOPMAIHS B CETH O Tebe.
Komnpomerupyromas HHQOpManus pa3MelneHHas B MHTCPHETE MOXET Cepbe3HBIM 06pazom
OTPa3sHTECSA HA TBOEH peajbHOH KH3HH. «ndposast penyranus» - 310 TBOI HMHJUK, KOTOPEIi
dopmupyercs 3 uHGOpManuH 0 TeGe B UHTEpHETE.

TBoe mecto xurenscrsa, y4€e0bl, TBoe hHHAHCOBOE TIOJIOXCHHE, OCODEHHOCTH XapakTepa
H PacCKashl 0 OJIM3KKMX — BCE 9TO HAKAILUIMBACTCS B CETH.

MHorue nonpocTku Nerkomsicnenno oTHOCSTCS K nyOMKanuy TuuHOM HHpOpManmu B
HHTeprere, He MOHHMAsA BO3MONKHELX mocnencTsuii. Thl gaxe He cMokems morajgatbes o TOM,
4TO0 pororpadus, pasmemennas 5 et Hasaj, cTaja NpUYHHON OTKa3a MPHUHATH Te6s Ha pabory.

Kommenrapuu, pasmemenne TBomx pororpaduit wu Apyrue JIeWCTBHA MOIYT He
HCYE3HYTh NaXC IOCIIE TOro, Kak Thl HX yAanmumb. Tel He 3Haems, XTo COXpaHHI 3Ty
MH(}OpMaIHIO, Monasa Jid OHa B ITOMCKOBBIC CHCTEMBI H COXPaHMJIACh JIM OH4, & TIABHOE: 9TO
noayMaroT o tede OKpysxaromee O, KOTOpBIC HAWIYT U YBUAAT 5T0. Haiitu uHbOpMaNHIO
MHOTO JIET CIyCTS CMOXeT mo6GoM — kak u3 noOpeIX MoGyxneHu#t, Tak u c HaMepeHHeM
NIPUYHHHTE Bpea. TO MOXKET OBITH KTO YTOIHO.

OcHOBHBIE COBETHI 110 3ammuTe uupPoBoO penyraumu:

1. Tlomymaii, npexne yem yTO-TO nyONMKOBATE U IepenaBarh y cebs B Giore HUIH B
COLMATbHON CeTH;

2. B Hacrpoiikax NPOQUIIA YCTAHOBU OrpaHHYEHHS Ha IIPOCMOTP TBOETO MPOQHUIST U ero
CONEPIKUMOrO, ClIeNIall ero TONBKO I Apy3eity;

3. He pasmemaii u ne YyKasbiBai HH(YOPMANHIO, KOTOpast MOMKeT KOro-iubo ockop6isTs
UM 00MXKaTh.

Aemopckoe npaso

CoBpemeHHbIE MIKONBHHKH— aKTHBHBE TI0JIE30BATENH  IMPOBOTO MpoOCTpaHCTBA.
Omnaxo naneko e Bce SHAIOT, YTO II0JIb30BaHHE MHOTMMH BO3MOIKHOCTSIMH audpoBoro mMupa
TpebyeT cobmoaenus npas Ha HHTCIUICKTYaJIbHYIO COOCTBEHHOCTD.

TepMHH «PIHTGJ'IJICKTyaJIBHaﬂ COﬁCTBeHHOCTB)) OTHOCHTCA K PasiIM9YHEIM TBOPECHHSM
YE€JIOBEYECKOro yMa, Ha4YHHasl ¢ HOBBIX I/I306peTeHHI71 H 3HaKoOB, 0603Ha‘{aIOH.IHX COGCTBCHHOCTL

Ha TIPOAYKTBI M yYCIyrW , W 3aKaHYuBas KHAramH, ¢oTorpadusmu, KHHODUIBMaMH |
MY3BIKQJIbHBIMHU TIPOU3BECHUSMHE.



ABTOpCKHE IIpaBa — 5T0 IpaBa Ha MHTE/UICKTYATbHYI0 COGCTBEHHOCTD HA IPOH3BEICHUS
HaYKH, TUTEPaTyphbl H HCKyccTBa. ABTOPCKHE IIpaBa BBICTYITAIOT B KAYECTBE FAPAaHTHH TOTO, YTO
HHTCJUIEKTy IbHbIA/TBOPYECKHM TPy aBTOpa He OyAeT HalpacHBIM, JacT emy CIIpaBeIUBEIE
BO3MOXXHOCTH 3apab0TaTh Ha pe3yiIbTaTax CBOEro TpyZa, MOIYyYIHTh H3BECTHOCTh U IPH3HAHKE.
Hukro 6e3 paspemenus dBTOPa HE MOXKET BOCIPOU3BOAUTE €0 IPOM3BECHHE, pacnpoCTpassTsh,
IyOIAYHO JIeMOHCTPHpOBATS, IpoNiaBaTh, HUMIIOPTHPOBATh, IyCKaTh B MPOKAT, IyGIHIHO
HCIIOJTHSATE, MIOKA3BIBATH/UCTIONHATE B dupe win pasmemars B MaTepHeTe.

Hcnone3oBanune «muparckoroy IPOrpaMMHOr0 06€CIIEYeHHs MOXKET IPHBECTH K MHOIHM
PHCKaM: OT IIOTEPH JaHHBIX K TBOMM aKKayHTaM 0 OIIOKMPOBKH TBOEro ycTpolcTsa, rie
YCTAHOBJICHHBIH HE JleraibHasi nporpamva. He cTOMT Takske 3abbIBaTh, YTO CyLIeCTByeT
JIerabHble 1 6eCIIaTHEIE ITPOrPaMMEI, KOTOPEIE MOYKHO HAHTH B CeTH.

O nopmane

CereBruok.pd — TBOW rMIaBHBIN coBeTUHK B CeTH. 31eCh THl MOXEIb Y3HATH O
0e30macHOCTH B CeTH MOHATHBEM U AOCTYIHBIM S3BIKOM, & IIPH BO3HHKHOBEHHH KPHTHYECKOH
CHTyallid OOpaTHTBHCH 32 COBETOM. A Takike TIPHHATE Y4aCTHE B KOHKYPCAaX H CTATh CAMBIM
UHPOBEIM IpaXkIaHHHOM !



